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REMARKS 

A review of the claims indicates that: 

Claims 36-41 and 42-51 remain in their original form. 
Claims 35 and 42 are currently amended. 
Claims 1-34 and 52-57 are currently cancelled. 

Claims 35-45 are rejected under 35 U.S.C. § 103(a) as being unpatentable 
over U.S. Patent No. 5,570,085 to Bertsch (hereinafter "Bertsch") in view of U.S. 
Patent No. 5,661,804 to Dykema (hereinafter "Dykema"). 

Claims 46-51 are rejected under 35 U.S.C. § 103(a) as being unpatentable 
over Bertsch in view of Dykema and U.S. Patent No. 5,227,762 to Guidette 
(hereinafter "Guidette"). 

Claims 35-51 remain in this application. 

In view of the following remarks, Applicant respectfully requests 
reconsideration of the rejected claims and allowance of the subject application. 
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Telephone Conversation with Examiner 

Applicant wishes to thank the Examiner for the telephonic conversation on 
July 27, 2005. As discussed, many of the arguments in the current case are similar 
to those presented in related application 09/351,107, which was allowed by the 
Examiner on August 17, 2001. 

Correction of Typographical Errors 

The paragraphs starting at page 11, line 20; page 13, line 4; and page 16, 
line 5 have been amended to correct typographical errors. 

Amendment of Abstract 

The Abstract (the paragraph starting on page 42, line 2) has been amended 
to comply with the requirements set out on Page 2 of the Office Action. 

Claim Rejections under 35 U.S.C. §103 
Claims 35-41 

Claims 35-51 are rejected under a set of §103 rejections, all of which rely 
on Bertsch as the primary reference. 

Bertsch ± Dykema 

Claims 35-45 are rejected under 35 U.S.C. § 103(a) as being unpatentable 
over Bertsch in view of Dykema. Applicant respectfully traverses the rejection. 
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Amended claim 35 recites: 

A home control system that uses electrical power lines 
for communications, comprising: 

a plurality of components that are 
connected for communications among themselves through the 
electrical power lines, wherein the communications among 
the plurality of components is established through a single 
communication protocol; 

a sending one of the components being 
configured to send messages over the electrical power lines in 
accordance with acts comprising: 

calculating a first message 
authentication code based on a predefined one-way function 
of data from a message and of a key value that is shared 
between sending and receiving components; 

including the message 
authentication code in the message; 

sending the message over the 

electrical power lines; 

a receiving one of the components being 
configured to receive messages in accordance with acts 
comprising: 

receiving a message over the 

electrical power lines; 

calculating a second message 
authentication code based on the predefined one-way function 
of the data from the message and of the current shared key 
value; 

concluding that the message is 
either not authentic or contains a data error if the first and 
second message authentication codes do not match. 

Neither Bertsch nor Dykema, alone or in combination, discloses, teaches, or 
suggests the home control system recited in claim 35. In particular, neither 
Bertsch nor Dykema discloses, teaches, or suggests calculating a message 
authentication code as a function of both message data and of a key value shared 
between components. 
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For example, Bertsch discloses a programmable distributed appliance 
control system. The teachings of Bertsch regarding error detection and correction 
are limited to a disclosure of a sublayer which "includes an arrangement of bytes 
used to identify the type of packet, the data content of the packet, and special bytes 
for assisting the detection and correction of transmission errors." (Bertsch, 
column 4, lines 17-20). Bertsch makes no mention of message authentication, and 
completely fails to disclose, suggest, or teach either "calculating a first message 
authentication code based on a predefined one-way function of data from a 
message and of a key value that is shared between sending and receiving 
components" and "calculating a second message authentication code based on the 
predefined one-way function of the data from the message and of the current 
shared key value" as recited in claim 35. 

Dykema offers no additional teaching in this regard. Rather, Dykema 
discloses a trainable transceiver for learning and transmitting an activation signal 
that includes a rolling or other variable code for remotely actuating a garage door 
opener. (Dykema, Abstract, lines 1-4). Under Dykema, a trainable transceiver is 
capable of receiving and using a cryptographic key in a cryptographic algorithm 
corresponding to that used by a transmitter and receiver of a garage door opener. 
(Dykema, column 4, lines 53-58). Thus, under Dykema a key received by the 
trainable transceiver is all that is necessary to allow the transceiver to effect 
operation of a garage door opener. No mention is made regarding the key being 
shared between sending and receiving components, as recited in claim 35. 
Moreover, no data from a message (along with a shared key value) is required in 
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the calculation of a message authentication code. Indeed, no mention is made 
regarding message authentication in Dykema. 

This is markedly less sophisticated and less robust than the home control 
system recited in claim 35, which recites both "calculating a first message 
authentication code based on a predefined one-way function of data from a 
message and of a key value that is shared between sending and receiving 
components" and "calculating a second message authentication code based on the 
predefined one-way function of the data from the message and of the current 
shared key value", (emphasis added). 

Thus, Bertsch and Dykema, both singly and in combination, fail to disclose, 
teach, or suggest the elements recited in claim 35. 

In rejecting claim 35, the Office refers to Bertsch as follows: 

Bertsch meets claim limitations with respect to message 
authentication and error detection based on first and second 
message authentication codes derived from predefined one- 
way function data and shared keys in the form of special 
bytes in messages "for assisting in the detection and 
correction of transmission errors," (col. 4, lines 17-20). 

(Office Action, pages 3-4). However, as discussed above, this summarization of 
Bertsch 5 s teachings is not accurate, in that Bertsch does not teach the use of shared 
keys. As recited in claim 35, the message authentication code is calculated "based 
on a predefined one-way function of data from a message and of a key value that 
is shared between sending and receiving components" (emphasis added). 
Bertsch does not teach a "data from a message and of key value that is shared 
between sending and receiving components." 
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In fact, Bertsch's single phrase relating to error detection and correction 
teaches nothing with regard to message authentication. Error detection and 
correction are conventionally accomplished by appending a simple checksum to 
data, or by appending some similar type of code that is calculated from the data 
(typically using a two-way function so that the original data can be recovered in 
the case of a data error). Such a checksum or other code is adequate for error 
detection and correction, but does not provide authentication of a message. 
Specifically, a checksum or similar construct does not allow a receiver to 
determine whether a message is from a legitimate source or whether the message 
has been altered. 

Claim 35, on the other hand, recites that message authentication codes are 
calculated "based on a predefined one-way function of data from a message and of 
a key value that is shared between sending and receiving components." Such 
"data from a message" and a "key value", which allow message authentication, 
are entirely absent from the teachings of Bertsch. Accordingly, the rejection of 
claim 35 is unsupported by the Bertsch reference. 

The Office relies on Dykema as teaching the use of key values which 
change from a current to a subsequent value, wherein the key value in the form of 
a variable code is used with a trainable transceiver. (Office Action, Page 5). As 
noted above, this does not cure the deficient teachings of Bertsch, because as 
discussed above, a cryptographic key sent from a transmitter is all that is necessary 
to enable a transceiver to effect operation of a garage door opener. Dykema fails 
to teach the key being shared between sending and receiving components, as 
recited in claim 35. Moreover, Dykema fails to teach the use of data from a 
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message, in conjunction with a key value that is shared between sending and 
receiving components, in the calculation of a message authentication code. 
Indeed, no mention is made in Dykema regarding message authentication. 

Accordingly, the combination of Bertsch and Dykema fails to disclose, 
teach, or suggest the home control system of claim 35. Applicant respectfully 
requests that the §103 rejection of claim 35 be withdrawn. 

Dependent claims 36-38 are allowable at the least by virtue of their 
dependency on base claim 35, as well as for the additional elements they contain. 
Applicants respectfully request that the § 103(a) rejection of claims 36-38 be 
withdrawn. 



Claim 39 recites: 

An electrical component that is connected for 
communications with other electrical components of a 
particular group using electrical power lines in a building, 
comprising: 

a processor; 

a transmitter that is responsive to the 
processor to send data using the electrical power lines; 

the processor being programmed to 
compose and send messages in conjunction with the 
transmitter, each message including a message authentication 
code based on a predefined one-way function of data from the 
message and of a key value that is shared between a plurality 
of components; 

wherein the communications with other 
electrical components of the particular group is established 
through a single communication protocol. 

Neither Bertsch nor Dykema discloses, teaches, or suggests the electrical 
component recited in claim 39. As discussed in more detail above in conjunction 
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with claim 35, the combination of Bertsch and Dykema fails to disclose, teach, or 
suggest "a message authentication code based on a predefined one-way function of 
data from the message and of a key value that is shared between a plurality of 
components" as recited in claim 39. 

Instead, as discussed in more detail above, the teachings of Bertsch 
regarding error detection and correction are limited to a disclosure of a sublayer 
which "includes an arrangement of bytes used to identify the type of packet, the 
data content of the packet, and special bytes for assisting the detection and 
correction of transmission errors." (Bertsch, column 4, lines 17-20). Thus Bertsch 
teaches nothing with regard to message authentication. 

Dykema fails to offer the missing teachings. Instead, under Dykema a key 
received by the trainable transceiver is all that is necessary to allow the transceiver 
to effect operation of a garage door opener. No mention is made regarding the key 
being shared between a plurality of components, as recited in claim 39. Moreover, 
no data from a message is required, in conjunction with a key value that is shared 
between a plurality of components, in order to calculate a message authentication 
code. Indeed, no mention is made regarding message authentication at all in 
Dykema. Correspondingly, the teachings of Dykema are much less sophisticated 
than the electrical component recited in claim 39. 

Thus, Bertsch and Dykema, both singly and in combination, fail to disclose, 
teach, or suggest the elements recited in claim 39. 

In rejecting claim 39, the Office makes the same references to Bertsch and 
Dykma, as were made in its rejection of claim 35. However, as discussed above, 
the Office's assessment of Bertsch is faulty. As recited in claim 39, the message 
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authentication code is calculated "based on a predefined one-way function of data 
from the message and of a key value that is shared between a plurality of 
components." (emphasis added). Bertsch does not teach a "data from the message 
and of a key value that is shared between a plurality of components." 

Claim 39 recites that message authentication codes are calculated "based on 
a predefined one-way function of data from a message and of a key value that is 
shared between a plurality of components." Such "data from a message" and a 
"key value", which allow message authentication, are entirely absent from the 
teachings of Bertsch. Accordingly, the rejection of claim 39 is unsupported by the 
Bertsch reference. 

Dykema does not remedy the failings of Bertsch. As discussed more fully 
above, a cryptographic key sent from a transmitter is all that is necessary to enable 
a transceiver to effect operation of a garage door opener. Dykema fails to teach 
the cryptographic key being shared between sending and receiving components, as 
recited in claim 39. Moreover, no data from a message is required, in conjunction 
with a key value that is shared between a plurality of components, in order to 
calculate a message authentication code. Indeed, no mention is made regarding 
message authentication at all in Dykema. 

Accordingly, the combination of Bertsch and Dykema fails to disclose, 
teach, or suggest the electrical component of claim 39. Applicant respectfully 
requests that the §103 rejection of claim 39 be withdrawn. 

Dependent claims 40-41 are allowable at the least by virtue of their 
dependency on base claim 39, as well as for the additional elements they contain. 
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Applicants respectfully request that the § 103(a) rejection of claims 40-41 be 
withdrawn. 



Amended claim 42 recites: 

An electrical component that is connected for 
communications with other electrical components of a 
particular group using electrical power lines in a building, 
comprising: 

a processor; 

a receiver that functions in conjunction 
with the processor to receive messages from other electrical 
components using the electrical power lines, such messages 
including first message authentication codes; 

the processor being programmed to 
calculate a second message authentication code for each 
message based on a predefined one-way function of the data 
from the message and of a key value that is shared between a 
plurality of components; 

the processor being further programmed 
to compare the first and second message authentication codes 
to authenticate each message; 

wherein the communications with other 
electrical components of the particular group is established 
through a single communication protocol. 



Neither Bertsch nor Dykema discloses, teaches, or suggests the electrical 
component recited in claim 42. As discussed in more detail above in conjunction 
with claims 35 and 39, the combination of Bertsch and Dykema fails to disclose, 
teach, or suggest "the processor being programmed to calculate a second message 
authentication code for each message based on a predefined one-way function of 
the data from the message and of a key value that is shared between a plurality of 
components" as recited in claim 42. 
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Instead, the teachings of Bertsch regarding error detection and correction 
are limited to a disclosure of a sublayer which "includes an arrangement of bytes 
used to identify the type of packet, the data content of the packet, and special bytes 
for assisting the detection and correction of transmission errors." (Bertsch, 
column 4, lines 17-20). Thus Bertsch teaches nothing with regard to message 
authentication. 

Dykema fails to offer the missing teachings. Instead, under Dykema a key 
received by the trainable transceiver is all that is necessary to allow the transceiver 
to effect operation of a garage door opener. No mention is made regarding the key 
being shared between a plurality of components, as recited in claim 42. Moreover, 
no data from a message is required, in conjunction with a key value that is shared 
between a plurality of components, in order to calculate a message authentication 
code. Indeed, no mention is made regarding message authentication at all in 
Dykema. Correspondingly, the teachings of Dykma are much less sophisticated 
than the electrical component recited in claim 42. 

Thus, Bertsch and Dykema, both singly and in combination, fail to disclose, 
teach, or suggest the elements recited in claim 42. 

In rejecting claim 42, the Office makes the same references to Bertsch and 
Dykma, as were made in its rejections of claims 35 and 39. However, as discussed 
above, Bertsch does not teach the use of shared keys. As recited in claim 42, the 
message authentication code is calculated "based on a predefined one-way 
function of data from the message and of a key value that is shared between a 
plurality of components" (emphasis added). Bertsch does not teach a "data from 
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the message and of a key value that is shared between a plurality of components." 
Nor does Bertsch teach the calculation of a message authentication code. 

Claim 42, on the other hand, recites that message authentication codes are 
calculated "based on a predefined one-way function of data from a message and of 
a key value that is shared between a plurality of components." Such "data from a 
message" and a "key value", which allow message authentication, are entirely 
absent from the teachings of Bertsch. Accordingly, the rejection of claim 42 is 
unsupported by the Bertsch reference. 

Dykema does not remedy the failings of Bertsch. As discussed more fully 
above, a cryptographic key sent from a transmitter is all that is necessary to enable 
a transceiver to effect operation of a garage door opener. Dykema fails to teach 
the cryptographic key being shared between sending and receiving components, as 
recited in claim 42. Moreover, no data from a message is required, in conjunction 
with a key value that is shared between a plurality of components, in order to 
calculate a message authentication code. Indeed, no mention is made regarding 
message authentication at all in Dykema. 

Accordingly, the combination of Bertsch and Dykema fails to disclose, 
teach, or suggest the electrical component of claim 42. Applicant respectfully 
requests that the §103 rejection of claim 42 be withdrawn. 

Dependent claims 43-45 are allowable at the least by virtue of their 
dependency on base claim 42, as well as for the additional elements they contain. 
Applicants respectfully request that the § 103(a) rejection of claims 43-45 be 
withdrawn. 
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Bertsch ± Dykema + Guidette 

Claims 46-51 are rejected under 35 U.S.C. §103 as being unpatentable over 
Bertsch, Dykema and Guidette. Applicant respectfully traverses the rejection. 



Claim 46 recites: 



A method of communicating electronically between a 
plurality of electrical components using electrical power lines 
in a building, the method comprising: 

designating groups of the electrical 
components that communicate among themselves; 

sharing a key value between components 
of a particular group; 

calculating a first message authentication 
code based on a predefined one-way function of data from a 
message and of the key value that is shared by components of 
the particular group; 

including the message authentication 

code in the message; 

sending the message over the electrical 

power lines; 

receiving the message; 

calculating a second message 
authentication code based on the predefined one-way function 
of the data from the message and of the shared key value; and 

comparing the first and second message 
authentication codes to authenticate each message; 

wherein the electronic communication 
between the electrical components is established through a 
single communication protocol. 

Neither Bertsch nor Dykema nor Guidette discloses, teaches, or suggests 
the method of communicating electronically recited in claim 46. As discussed in 
more detail above in conjunction with claims 35, 39 and 42, the combination of 
Bertsch and Dykema fails to disclose, teach, or suggest either "calculating a first 
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message authentication code based on a predefined one-way function of data from 
a message and of the key value that is shared by components of the particular 
group" or "calculating a second message authentication code based on the 
predefined one-way function of the data from the message and of the shared key 
value" as recited in claim 46. 

Guidette is cited by the Office as showing the use of an identifier which 
collectively identifies a group of components to enable communication to and 
from a component and enable the control of a plurality of components in a home 
bus system. (Office Action, Page 5). Guidette provides no teaching as to either 
"calculating a first message authentication code based on a predefined one-way 
function of data from a message and of the key value that is shared by components 
of the particular group" or "calculating a second message authentication code 
based on the predefined one-way function of the data from the message and of the 
shared key value". 

Accordingly, the combination of Bertsch, Dykema and Guidette fails to 
disclose, teach, or suggest the method of communicating electronically as recited 
in claim 46. Applicant respectfully requests that the §103 rejection of claim 46 be 
withdrawn. 

Dependent claims 47-51 are allowable at the least by virtue of their 
dependency on base claim 46, as well as for the additional elements they contain. 
Applicants respectfully request that the § 103(a) rejection of claims 46-51 be 
withdrawn. 
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Conclusion 

The Applicant submits that all of the claims are in condition for allowance 
and respectfully requests that a Notice of Allowability be issued. If any issue 
remains unresolved that would prevent allowance of this case, the Examiner is 
requested to contact the undersigned attorney to resolve the issue. 



Respectfully Submitted, 



Dated: By: < \J^^"^fe^ 

^» Tim Paftf»rcr>n 



Jim Patterson 
Reg. No. 52,103 
Attorney for Applicant 

LEE & HAYES PLLC 
Suite 500 

421 W. Riverside Avenue 
Spokane, Washington 99201 
Telephone: 509-324-9256x235 
Facsimile: (509) 323-8979 
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